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Blood FlowBlood Flow

Attack by malicious objects in computerAttack by malicious objects in computer

network are network are EPIDEMICEPIDEMIC in naturein nature

Malicious objects:Malicious objects:

COMPUTER VIRUSCOMPUTER VIRUS

COMPUTER WORMSCOMPUTER WORMS

TROZAN HORSETROZAN HORSE

SNIFFERSSNIFFERS

Denial of Service (Denial of Service (DoSDoS))

FLOODER etc.FLOODER etc.

Basic Terminologies:Basic Terminologies:

Computer virusComputer virus is a program that can "infect" is a program that can "infect" 

other programs by modifying them to include other programs by modifying them to include 

a possibly evolved version of it. With this a possibly evolved version of it. With this 

infection property, a virus can spread to the infection property, a virus can spread to the 

transitive closure of information flow, transitive closure of information flow, 

corrupting the integrity of information as it corrupting the integrity of information as it 

spreads. spreads. 

Basic Terminologies:Basic Terminologies:

Self replicating virusSelf replicating virus may be defined as may be defined as 

“A software program capable of “A software program capable of 

reproducing itself and usually capable of reproducing itself and usually capable of 

causing great harm to files or other causing great harm to files or other 

programs on the same computer; "a true programs on the same computer; "a true 

virus cannot spread to another computer virus cannot spread to another computer 

without human assistance.without human assistance.

�� AntiAnti--maliciousmalicious softwaresoftware

is a class of program that searches our hard is a class of program that searches our hard 

drive and floppy disks for any known or drive and floppy disks for any known or 

potential viruses. This is also known as a potential viruses. This is also known as a 

"virus scanner." As new viruses are discovered "virus scanner." As new viruses are discovered 

by the antivirus vendor, their binary patterns by the antivirus vendor, their binary patterns 

are added to a signature database that is are added to a signature database that is 

downloaded periodically to the user's antivirus downloaded periodically to the user's antivirus 

program via the web.program via the web.

Analogous to Biological Epidemic diseases Analogous to Biological Epidemic diseases 
likelike::

MALARIAMALARIA

SARSSARS

HIV  etc.HIV  etc.

Various Various epidemicepidemic modelsmodels

SIRSIR

SISSIS

SEIR   etc.SEIR   etc.
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The System of Differential Equations for The System of Differential Equations for 

SIRS ModelSIRS Model

((11))

The SEIRS ModelThe SEIRS Model

ββ

γγ

dd

δδ

αα

Susceptible

(S)

Infectious

(I)

Recovered

(R) 

Exposed

(E) 

The System of Differential Equations for The System of Differential Equations for 
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The SEIQRS Model (The SEIQRS Model (11))
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Figure 3: Effect of Quarantine Q on Recovered Nodes R. 

 
Time series of susceptible population, S(t), E(t), I(t), Q(t) and R(t) for the 
system
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SIRSIR

ASSUMPTIONS:ASSUMPTIONS:

(i)(i)

An average infective nodes makes contact An average infective nodes makes contact 

sufficient to transmit infection of malicious sufficient to transmit infection of malicious 

codes with codes with ββββββββNN others per unit time, where others per unit time, where N N 

represents the total nodes in the computer represents the total nodes in the computer 

network, that is, population size and network, that is, population size and ββββββββ is called is called 

the the infectious contact rateinfectious contact rate, that is the rate of , that is the rate of 

infection per susceptible and per infective.infection per susceptible and per infective.

SIR contd.SIR contd.
According to (i),According to (i),

Since the prob. that a random contact by an infective is with Since the prob. that a random contact by an infective is with 

a susceptible, who then can transmit infection, is a susceptible, who then can transmit infection, is S / NS / N, the , the 

number of new infections in unit time is number of new infections in unit time is 

((ββββββββN)(S / N)I= N)(S / N)I= ββββββββSI.SI.

Thus, Thus, SIS β−='

SIR contd.SIR contd.

Note:Note:

For the nodes which are infected my malicious For the nodes which are infected my malicious 

codes recover when anticodes recover when anti--malicious software is malicious software is 

run, that is recover with immunity,run, that is recover with immunity,

N = S + I + RN = S + I + R

SIR contd.SIR contd.
(ii)(ii)

A fraction A fraction αα of infectives leave the infective of infectives leave the infective 

class per unit time.class per unit time.

(iii)(iii)

There is no entry into or departure from the There is no entry into or departure from the 

population, except possibly through death population, except possibly through death 

from the infection due to malicious codes.from the infection due to malicious codes.

SIR contd.SIR contd.

•• Based on our assumption, we have the Based on our assumption, we have the 

following system of equations:following system of equations:

IR

ISII

SIS

α

αβ

β

=

−=

−=

'

'

'

(1)

SIR contd.SIR contd.

THRESHOLD PARAMETERTHRESHOLD PARAMETER

In our model R is determined once S and I are In our model R is determined once S and I are 

known, and we can drop the  R’ equation from known, and we can drop the  R’ equation from 

our model, that is, in (our model, that is, in (11) leaving the system of ) leaving the system of 

equationsequations

ISI

SIS

)('

'

αβ

β

−=

−=
(2)

SIR contd.SIR contd.

Analytical solution is not possible. We try to study Analytical solution is not possible. We try to study 

the behavior of the solution by qualitative approach.the behavior of the solution by qualitative approach.

tS ∀< ,0'Q

β
α>> SiffI 0'

Thus I increases so long as 

β
α>S

SIR contd.SIR contd.

but since S decreases for all t, I ultimately decrease but since S decreases for all t, I ultimately decrease 

and approaches zero.and approaches zero.

If β
α<)0(S ,I decreases to zero (no epidemic),

While if 
β

α>)0(S

I first increases to a maximum attained when 
β

α=S

and then decreses to zero (epidemic).

SIR contd.SIR contd.

The quantity          The quantity          is a is a threshold threshold 

quantityquantity, , 

called the called the basic reproductive numberbasic reproductive number and denoted and denoted 

by Rby R00..

•• If  RIf  R0 0 < < 1 1 the infection dies out.the infection dies out.

•• While if RWhile if R0 0 > > 1 1 there is an epidemic.there is an epidemic.

α

β )0(S
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SIR contd.SIR contd.

We divide the two equations (We divide the two equations (11) of the model to give) of the model to give

SSI

IS

dS

dI

S

I

β

α

β

αβ
+−=

−

−
== 1

)(

'

'

and integrate to find the orbits (curve in the S–I plane)

cSSI ++−= ln
β

α

with c as an arbitrary constant of integration.

(3)

SIR contd.SIR contd.
We define a functionWe define a function

SISISV ln),(
β

α
−+= (4)

and the curve is given implicitly by the equation 

V(S, I) = c, for some of the constant c.

c is determined by the initial values S0, I0 of S and I 

respectively, because

00000 ln),( SISISVc
β

α−+== (5)

SIR contd.SIR contd.

Let us think a population of nodes of size K into Let us think a population of nodes of size K into 

which a small number of infective nodes is which a small number of infective nodes is 

introduced, so that introduced, so that 

α
βKRandIKS =≈≈ 000 ,0,

If we use the fact that

)(lim,0)(lim tSSletandtI
tt ∞←

∞
∞→

==

then the relation

)0,(),( 00 ∞= SVISV

SIR contd.SIR contd.
givesgives

∞∞ −=− SSSK lnln 0
β

α

β

α
(6)

∞

∞

−
=

SK

S

S0ln

α

β
(7)

We note that KS << ∞0

that is, a part of the population escapes infection. 

SIR contd.SIR contd.

The maximum number of infectives at any time is The maximum number of infectives at any time is 

the number of infectives whenthe number of infectives when

that is, whenthat is, when

0'=I

β
α=S

Thus maximum is given by

β

α

β

α

β

α

β

α
lnln 000max +−−+= SISI

Obtained by substituting

max, IIS ==
β

α , into (2)

SEIRS Epidemic modelSEIRS Epidemic model

Assumptions:Assumptions:

�� Any new node attached to the computer Any new node attached to the computer 

network is susceptiblenetwork is susceptible

�� Death rate of the nodes other than attack of Death rate of the nodes other than attack of 

malicious object is constant and is same malicious object is constant and is same 

throughout the populationthroughout the population

�� Death rate of the infective nodes due to attack Death rate of the infective nodes due to attack 

of malicious object is constantof malicious object is constant

SEIRS contd.SEIRS contd.

•• Latent period Latent period ωω and immune period and immune period ττ is is 

constantconstant

•• Waiting time in the infective, exposed and Waiting time in the infective, exposed and 

recovered class is exponentially distributed recovered class is exponentially distributed 

•• When a node is removed from the infected When a node is removed from the infected 

class, it recovers class, it recovers temporarilytemporarily, acquiring , acquiring 

temporarytemporary immunity with probability p  and immunity with probability p  and 

dies from the attack of malicious object with dies from the attack of malicious object with 

probability (probability (11--p).p).

Simple SEIRS epidemic modelSimple SEIRS epidemic model

I
dt

dR

IE
dt

dI

EIS
dt

dE

IS
dt

dS

γ

γδ

δβ

β

=

−=

−=

−=
MATHEMATICAL MODELS ON INTERACTION
BETWEEN COMPUTER VIRUS AND ANTIVIRUS

SOFTWARE INSIDE A COMPUTER SYSTEM
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Attempt has been made to develop mathematical
models on interaction between computer virus and
antivirus software inside a computer system. The
basic reproductive ratio in the absence and
presence of the immune system has been found
and the criterion of spreading the computer virus is
analyzed in Models 1 and 2. An analysis is also
made for the immune response to clear the
infection.

Effect of new or updated antivirus software on such
viruses which are suppressed (quarantine) or not

completely recovered by the lower version of installed
antivirus software in the system is studied in model 3

and it has been shown that the number of infected
files falls exponentially when new or updated antivirus

software is run. Reactivation of computer virus when
they are in the latent class is mathematically
formulated and basic reproductive ratio is obtained in

Model 4.

A mathematical model has also been A mathematical model has also been 
developed to understand the recent attack developed to understand the recent attack 
of the malicious object of the malicious object 
BBackdoor.Haxdoor.Sackdoor.Haxdoor.S and and 
Trojan.Schoeberl.ETrojan.Schoeberl.E and its removal by and its removal by 
newly available tool FixSchoebnewly available tool FixSchoeb--Haxdoor in Haxdoor in 
Model Model 55..

A mathematical model has also been developed to understand the recent attack of the malicious object Backdoor.Haxdoor.S and 

Trojan.Schoeberl.E and its removal by newly available tool FixSchoeb-Haxdoor in Model 5.

Model Model 11: Primary phase of an Infection: Primary phase of an Infection

VirusesViruses getget entryentry toto thethe computercomputer nodenode
viavia variousvarious meansmeans (emails,(emails, infectedinfected disksdisks
etcetc..)) andand hijackhijack variousvarious filesfiles (command(command
files,files, executableexecutable files,files, kernelkernel..dll,dll, etcetc..)) inin
thethe nodenode forfor itsits ownown replicationreplication.. ItIt thenthen
leavesleaves aa specificspecific filefile andand thethe processprocess isis
repeatedrepeated.. VirusesViruses maymay bebe ofof differentdifferent
naturenature andand asas perper theirtheir modemode ofof
propagationpropagation;; theythey targettarget differentdifferent filefile
typestypes ofof thethe attackedattacked computercomputer forfor thisthis
purposepurpose..

TheThe relationshiprelationship betweenbetween thethe computercomputer virusvirus andand uninfecteduninfected filefile
isis analogousanalogous toto thethe relationshiprelationship betweenbetween predatorpredator andand preyprey asas

givengiven inin thethe classicalclassical workwork ofof LotkaLotka--VolterraVolterra [[33,, 44]]..

�� AsAs perper thethe assumptions,assumptions, thethe modelmodel isis describeddescribed byby
thethe systemsystem

fYXV
d

dY

XVdXc
d

dX

bVaY
d

dV

−=

−−=

−=

β
τ

β
τ

τ

(1)

•• LetLet XX bebe thethe numbernumber ofof uninfecteduninfected filesfiles (prey)(prey) andand VV
bebe thethe numbernumber ofof computercomputer virusvirus (predators)(predators) [[88]]
Then,Then,

•• {Rate{Rate ofof changechange ofof X}=X}= {net{net raterate ofof growthgrowth ofof XX
withoutwithout predation}predation}--{rate{rate ofof lossloss duedue ofof XX toto predation,predation,
andand

•• {Rate{Rate ofof changechange ofof V}=V}= {net{net raterate ofof growthgrowth ofof VV duedue
toto predation}predation}--{net{net raterate ofof lossloss ofof VV withoutwithout prey}prey}

�� Let,Let, RR00 bebe thethe basicbasic reproductivereproductive ratioratio forfor thethe computercomputer

virusvirus;; defineddefined toto bebe thethe expectedexpected numbernumber ofof virusesviruses thatthat

oneone virusvirus givesgives riserise toto anan uninfecteduninfected filefile populationpopulation.. AA

virusvirus givesgives riserise toto infectedinfected filesfiles atat aa raterate ββXX forfor aa timetime

11/b,/b, andand eacheach infectedinfected filesfiles givesgives riserise toto virusvirus (self(self

replication)replication) atat aa raterate aa forfor aa timetime 11/f/f.. sincesince X=c/dX=c/d forfor aa

uninfecteduninfected populationpopulation,,

TheThe criterioncriterion forfor thethe spreadspread ofof thethe computercomputer virusvirus isis RR00>>11

WeWe nonnon--dimensionalisedimensionalise thethe systemsystem ((11)) byby definingdefining

dbf

ca
R

β
=0

τdtV
ac

bf
vY

c

d
yX

c

d
x ==== ,,,

((44))

yxvR
dt

dy

xvRx
dt

dx

vy
dt

dv

α

αε

−=

−−=

−=

0

01
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)0,1,0(0 =S

where

For typical parameter values

The steady states of the non-dimensionalised system

(4) are

And S* =(v*,x*,y*) where V*= 1-1/R, x*= 1/R, y*=1/a(1-
1/Ro)

,

.1<<ε

d

f

b

d
== αε ,

.1<<ε

)0,1,0(
0

=S

*)*,*,(* yxvS =

)
1

1(
1

*,
1

*,
1

1*
000 R

y
R

x
R

v −==−=
α

10 >R ∞→→ tasyxvtytxtv *)*,*,())(),(),((

1*0 =xR

Where

The steady states of the non-dimensionalised system (4) are

The susceptible population X (uninfected files) is reduced by the attack until
each virus is expected to give rise to exactly one new virus,

.

This we assume as the primary phase of an infection.

For typical parameter values 

,the uninfected steady state, and

For ,the normal situation,

(5)

Where

(6)

Model II: Secondary Phase of Infection Model II: Secondary Phase of Infection 

(Effect of Immune system)(Effect of Immune system)

WeWe assumeassume thethe responseresponse ofof thethe
immuneimmune inin thethe computercomputer systemsystem duedue toto
antivirusantivirus softwaresoftware ZZ whichwhich areare runrun atat aa
constantconstant raterate gg andand hh beingbeing thethe deathdeath
raterate ofof antivirusantivirus softwaresoftware (which(which meanmean
toto saysay thatthat thethe antivirusantivirus softwaresoftware isis
incapableincapable toto identifyidentify thethe attackattack ofof newnew
viruses)viruses).. TheThe antivirusantivirus softwaresoftware cleanscleans
thethe infectedinfected filesfiles atat aa raterate.. ThereThere isis anan
analogyanalogy herehere ofof ZZ antivirusantivirus softwaresoftware asas
predatorspredators andand YY infectedinfected filesfiles asas preyprey..
WeWe taketake linearlinear functionalfunctional responseresponse ofof ZZ
toto YY..

((77))

hZg
d

dZ

YZfYXV
d

dY

XVdXc
d

dX

bVaY
d

dV

−=

−−=

−−=

−=

τ

γβ
τ

β
τ

τ

TheThe nonnon--dimensionalisationdimensionalisation ofof thethe systemsystem isis donedone
asas whatwhat wewe havehave donedone inin ModelModel 11,, withwith

inin addition,addition, wewe get,get,

((88))

WhereWhere
((99))

g

hZ
z =

)1(

1

0

0

z
dt

dz

yzyxvR
dt

dy

xvRx
dt

dx

vy
dt

dv

−=

−−=

−−=

−=

λ

κα

αε

dh

g

d

h γ
κλ == ,

The steady states of the non-dimensionalised system (8) are

)1,0,1,0(0 =S *)*,*,*,(* zyxvS =

1*

)
1

1(
1

*

1
*

)
1

1(*

'

0

'

0

'

0

=

−
+

=

=

−
+

=

z

R
y

R
x

R
v

κα

κα

α

, the uninfected steady state, and

(10)

Let RoLet Ro

0

'

0 RR
κα

α

+
=

1
'

0 =xR

be the basic reproductive ratio in the presence of the

immune system defined by                                       (11)

Then we observe that if the infection  persists then

and the infection persists as long as 1'

0 >R.

In order for the immune response to clear the infection we need

the immune response parameter k to satisfy (12))1( 0 −> Rακ

Model III: Effect of new antivirus software Model III: Effect of new antivirus software 
on such viruses which are suppressed on such viruses which are suppressed 

(quarantine)(quarantine)

WeWe assumeassume aa casecase wherewhere thethe virusesviruses areare notnot
completelycompletely cleanedcleaned (quarantine)(quarantine) fromfrom thethe infectedinfected

filesfiles onon runrun ofof installedinstalled antivirusantivirus softwaresoftware onon thethe
computercomputer nodenode.. ForFor thethe completecomplete recoveryrecovery ofof

infectedinfected filesfiles fromfrom viruses,viruses, updatedupdated versionversion ofof
antivirusantivirus hashas toto bebe runrun.. FurtherFurther wewe assumeassume thatthat

suchsuch updatedupdated antivirusantivirus softwaresoftware isis availableavailable andand isis
100100%% efficientefficient.. ThisThis antivirusantivirus softwaresoftware switchesswitches ββ

toto zerozero andand thusthus thethe equationsequations forfor thethe subsequentsubsequent
dynamicsdynamics ofof thethe infectedinfected filesfiles andand freefree virusvirus fromfrom
equationequation ((11)) isis expressedexpressed asas

fY
d

dY

dXc
d

dX

bVaY
d

dV

−=

−=

−=

τ

τ

τ

(13)
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We further assume that the half-life of the virus is much less than that of the virus 

producing files. Then,

)(

)(0

0

fb

febeV
V

eYY

btft

ft

−

−
=

=
−−

−

bf <<

From equation (14) we are able to say that the number of infected files falls 

exponentially. The behavior of V follows from the assumption on half-lives, so that

, that is, the amount of free virus falls exponentially after a shoulder phase.

(14)

Model IV: Reactivation of computer   Model IV: Reactivation of computer   

virus after they are in latent classvirus after they are in latent class

WhenWhen computercomputer virusvirus attacksattacks thethe computercomputer

node,node, somesome ofof themthem enterenter aa latentlatent classclass onon theirtheir

infectioninfection.. WhileWhile inin thisthis classclass theythey dodo notnot produceproduce
newnew viruses,viruses, butbut maymay laterlater bebe reactivatedreactivated toto dodo

soso.. OnlyOnly thethe filesfiles inin thethe productiveproductive infectedinfected classclass
YY11 produceproduce viruses,viruses, andand filesfiles atat latentlatent infectedinfected

classclass YY22 leaveleave forfor YY11 atat aa perper capitacapita raterate δδ.. ThusThus
ourour systemsystem becomesbecomes::

2222
2

2111
1

1

YYfXVq
d

dY

YYfXVq
d

dY

XVdXc
d

dX

bVaY
d

dV

δβ
τ

δβ
τ

β
τ

τ

−−=

+−=

−−=

−=

(15)

InfectedInfected filesfiles atat classclass YY22 produceproduce virusesviruses inin classYclassY11 atat aa raterate

δδ forfor aa timetime

ThusThus addingadding thethe contributioncontribution ofof bothboth thethe classes,classes, thethe

reproductivereproductive ratioratio RR00 isis expressedexpressed asas

2

1

f+δ

12

210 )(
f

a

f
qq

db

c
R

+
+=

δ

δβ
(16)

Model V: Recent Attack by malicious Model V: Recent Attack by malicious 

object    object    Backdoor.Haxdoor.SBackdoor.Haxdoor.S and and 

Trojan.Schoeberl.ETrojan.Schoeberl.E andand

its Mathematical approachits Mathematical approach

OnOn JanuaryJanuary 99,, 20072007 BackdoorBackdoor..HaxdoorHaxdoor..SS andand
TrojanTrojan..SchoeberlSchoeberl..EE maliciousmalicious objectobject ofof typetype TrojanTrojan
HorseHorse havinghaving infectioninfection lengthlength ofof 5656,,058058 bytesbytes affectedaffected
WindowsWindows 20002000,, WindowsWindows 9595,, WindowsWindows 9898,, WindowsWindows
Me,Me, WindowsWindows NT,NT, WindowsWindows ServerServer 20032003,, WindowsWindows
XPXP.. BackdoorBackdoor..HaxdoorHaxdoor..SS isis aa TrojanTrojan horsehorse programprogram
thatthat opensopens aa backback doordoor onon thethe compromisedcompromised computercomputer
andand allowsallows aa remoteremote attackerattacker toto havehave unauthorizedunauthorized
accessaccess.. ItIt alsoalso logslogs keystrokes,keystrokes, stealssteals passwords,passwords, andand
dropsdrops rootkitsrootkits thatthat runrun inin safesafe modemode..
ItIt hashas beenbeen reportedreported thatthat thethe TrojanTrojan hashas beenbeen
spammedspammed throughthrough emailemail asas anan emailemail attachmentattachment.. TheThe
tooltool FixSchoebFixSchoeb--HaxdoorHaxdoor..exeexe isis designeddesigned toto removeremove
thethe infectionsinfections ofof BackdoorBackdoor..HaxdoorHaxdoor..SS andand
TrojanTrojan..SchoeberlSchoeberl..EE.. [[1010]]..

FixSchoebFixSchoeb--HaxdoorHaxdoor..exeexe tooltool meantmeant toto
removeremove thethe deadlydeadly BackdoorBackdoor..HaxdoorHaxdoor..SS
andand TrojanTrojan..SchoeberlSchoeberl..EE preventprevent infectedinfected
filesfiles fromfrom producingproducing infectiousinfectious virusvirus.. WeWe
assumeassume thatthat WW areare thethe unun-- infectiousinfectious virusvirus
whichwhich startstart toto bebe producedproduced fromfrom thethe
infectedinfected filesfiles YY afterafter thethe tooltool FixSchoebFixSchoeb--
HaxdoorHaxdoor..exeexe isis runrun.. InfectiousInfectious virusvirus areare
stillstill present,present, andand diedie asas before,before, butbut areare nono
longerlonger producedproduced.. UnderUnder thisthis assumptionassumption
thethe systemsystem cancan bebe modeledmodeled asas

bWaY
d

dW

fY
d

dY

dXc
d

dX

bV
d

dV

−=

−=

−=

−=

τ

τ

τ

τ

(17)

WeWe assumeassume thatthat thethe uninfecteduninfected filefile populationpopulation XX remainsremains
roughlyroughly constantconstant forfor aa givengiven timetime--scale,scale, thatthat is,is,

andand thatthat

SystemSystem ((1717)) becomesbecomes aa linearlinear systemsystem whichwhich isis
integratedintegrated toto havehave

((1818))

FromFrom ((1818)) itit isis clearclear thatthat thethe totaltotal amountamount ofof
freefree virusvirus fallsfalls exponentiallyexponentially afterafter aa shouldershoulder phasephase..

βa

bf
XX == * bf <<

))((

,

0

0

0

τττ

ττ

τ

τ bbf

fb

b

efee
fb

b

fb

b
WW

bfwhen
bf

befe
YY

eVV

−−−

−−

−

−−
−−

=

<<
−

−
=

=

WV +

Discussion and ConclusionDiscussion and Conclusion

TheThe thresholdthreshold parameterparameter obtainedobtained inin ((22)) forfor primaryprimary

phasephase ofof infectioninfection discussesdiscusses thethe criterioncriterion forfor thethe
spreadspread ofof thethe computercomputer virus,virus, thatthat is,is,

.. TheThe susceptiblesusceptible populationpopulation XX (uninfected(uninfected files)files) isis
reducedreduced byby thethe attackattack untiluntil eacheach virusvirus expectedexpected toto givegive
riserise toto exactlyexactly oneone newnew virus,virus, ..

10 >R

1*0 =xR



4/24/2012

8

ForFor thethe virusesviruses whichwhich areare quarentinedquarentined byby thethe

installedinstalled antivirusantivirus software,software, wewe assumeassume thatthat

updatedupdated antivirusantivirus softwaresoftware isis availableavailable andand isis
100100%% efficientefficient.. WhenWhen thisthis updatedupdated antivirusantivirus

softwaresoftware isis run,run, fromfrom equationequation ((1414)) wewe areare ableable
toto saysay thatthat thethe numbernumber ofof infectedinfected filesfiles fallsfalls

exponentiallyexponentially.. TheThe behaviorbehavior ofof VV followsfollows fromfrom
thethe assumptionassumption onon halfhalf--lives,lives, soso thatthat f<<bf<<b

thatthat is,is, thethe amountamount ofof freefree virusvirus fallsfalls
exponentiallyexponentially afterafter aa shouldershoulder phasephase..
DiscussionDiscussion isis alsoalso mademade forfor thosethose virusesviruses
whichwhich enterenter aa latentlatent classclass onon theirtheir
infectioninfection andand inin thisthis classclass theythey dodo notnot
produceproduce newnew viruses,viruses, butbut maymay laterlater bebe
reactivatedreactivated toto dodo soso.. InfectedInfected filesfiles atat classclass
YY22 produceproduce virusesviruses inin classclass YY11 atat aa raterate δδ
forfor aa timetime 11//δδ++ff andand thethe reproductivereproductive
ratioratio isis alsoalso obtainedobtained..

NomenclatureNomenclature

V :V :number of viruses in the computernumber of viruses in the computer
X : X : number of uninfected target filesnumber of uninfected target files
Y : Y : number of infected filesnumber of infected files
a : a : Replicating factorReplicating factor
b : Death rate of a virusb : Death rate of a virus
c : c : Birth of uninfected files by usersBirth of uninfected files by users
d : d : Natural Death of an uninfected fileNatural Death of an uninfected file
e : e : Death rate of infected filesDeath rate of infected files

f = e + df = e + d

ββ :: InfectiousInfectious contactcontact rate,rate, ii..ee..,, thethe raterate ofof
electionelection perper susceptiblesusceptible andand perper

infectiveinfective

RR0    0    :  Threshold parameter:  Threshold parameter

Z     :  Response of antivirus software, Z     :  Response of antivirus software, 
which which immunes the systemimmunes the system

g     :  Rate at which antivirus software is g     :  Rate at which antivirus software is 
run,  run,  which is constantwhich is constant

h     :  Death rate of antivirus softwareh     :  Death rate of antivirus software

: : Rate at which antivirus software cleans Rate at which antivirus software cleans 
the the infected filesinfected files

:    Immune response parameter:    Immune response parameter

YY1 1 :    productive infected class:    productive infected class

YY2 2 :    latent infected class:    latent infected class

QQ1 1 :   Probability of entering productive :   Probability of entering productive 
infected infected classclass

QQ2 2 : Probability of entering latent infected : Probability of entering latent infected 
classclass
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ThankThank YouYou !!

NOMENCLATURENOMENCLATURE

N (t): Total Population sizeN (t): Total Population size

E (t): Exposed PopulationE (t): Exposed Population

S (t): Susceptible PopulationS (t): Susceptible Population

I (t): Infected PopulationI (t): Infected Population

R (t): Recovered PopulationR (t): Recovered Population

b: Per capita birth rateb: Per capita birth rate

µµ: Per capita death rate due to causes other than : Per capita death rate due to causes other than 
attack of malicious objectattack of malicious object

εε: Death rate due to malicious objects and is : Death rate due to malicious objects and is 
constant in the infective classconstant in the infective class

αα: Recovery rate which is constant: Recovery rate which is constant

γγ: Product of average number of contacts of a node per : Product of average number of contacts of a node per 

unit time and the probability of   transmitting the unit time and the probability of   transmitting the 

malicious object during one contact by an infective.malicious object during one contact by an infective.

ωω: Period of latency, which is constant and non: Period of latency, which is constant and non--

negativenegative

ττ: Period of : Period of temporarytemporary immunity, which is constant immunity, which is constant 

and nonand non--negativenegative

p: Probability of p: Probability of temporarytemporary immunity acquired when a immunity acquired when a 

node is recovered from the infective class node is recovered from the infective class 
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For the continuity of the solution to this system , we For the continuity of the solution to this system , we 

require,require,
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From the above system , we also get,
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